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What 596 Domains Show About DNS Security

METHODOLOGY NODA-v1.0 (First Release) DOMAINS SCORED 596 (9 sectors)

CHECK DATE 2026-08-07 / 2026-08-11 PUBLISHER NODA / MarinaDNS

1. Sample Summary

MEAN BEST PRACTICE (n=596) MEAN HEALTH (n=596)

79 [ 7 median 79 - range 50-100 96 1 2 range 36-100

This report synthesizes 596 domains across nine sectors scored earlier in this research series — DNS/hosting infrastructure, financial services,
cloud/SaaS hyperscalers and mid-market, government, healthcare, media, ISPs, and VPS/hosting providers. Institutional habit, not technical
capability, is the strongest predictor of DNS security posture across the entire dataset: sectors with a written compliance or audit obligation
consistently outscore sectors without one, independent of technical sophistication.

1.1 Sector Breakdown

Sector n Mean BP Median BP Mean Health
DNS/Hosting Infrastructure 72 81.0 82.5 95.7
Financial Services 99 82.6 83 97.5
Cloud/SaaS Hyperscalers 49 78.7 79 95.4
Cloud/SaaS Mid-Market 51 74.5 71 97.9
Government (non-US-mandate) 80 84.5 87 95.6
Healthcare 65 78.5 75 95.4
News/Media 69 75.1 71 97.1
Large ISPs 61 8l.1 83 94.6
VPS/Hosting 50 76.4 75 96.2

2. Methodology Summary

NODA-v1.0 produces two independent composite scores per domain — Health (does the DNS infrastructure function correctly, with no active
operational risk) and Best Practice (does it conform to recommended standards and hardening practices beyond bare function). The two scores
are never blended into one figure: a domain can score highly on one axis while scoring poorly on the other, and this specification treats that
outcome as informative, not contradictory.

Each of the 41 checks in the methodology is deterministic and belongs to exactly one of five weighted categories — Infrastructure (30%),
Security (25%), Email Authentication (20%), Reliability (15%), and Operational Best Practices (10%) — and is scored Pass (1.0), Warning (0.5), or
Critical (0.0). A Conditional check (for example, DKIM or MX-dependent checks) resolves to Not Applicable when its prerequisite record set is
absent, and is excluded from both the numerator and denominator of whichever score it would have contributed to, without reducing its
category's overall weight. Full specification: noda.marinadns.io/methodology.

3. A Note on Intent

This report reports the output of a deterministic, published, and open technical methodology applied identically to every domain listed. It
describes DNS configuration state as observed on the check date only — it is not a judgment of any organization's overall security posture,
engineering quality, leadership, or fitness as a vendor, and nothing in this report should be read as investment guidance or a claim of financial
materiality regarding any publicly traded company named here. Configurations change; a score reflects a specific, fixable technical state on a
given day, not a permanent verdict. No company or individual is singled out for criticism — every domain was scored under the same public rule
set, and any reader can run the same 41 checks against their own domain at noda.marinadns.io.
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4. Full Results — All 596 Domains sorted by Best Practice, descending
# Domain Sector Best Practice Health
1 switch.ch DNS/Hosting Infrastructure 100 100
2 afnic.fr DNS/Hosting Infrastructure 100 98
3 seb.se Financial Services 100 100
4 mufg.jp Financial Services 100 92
5 bankofamerica.com Financial Services 100 100
6 skatteverket.se Government (non-US-mandate) 100 100
7 rijksoverheid.nl Government (non-US-mandate) 100 98
8 ria.ee Government (non-US-mandate) 100 100
9 eesti.ee Government (non-US-mandate) 100 100
10 belastingdienst.nl Government (non-US-mandate) 100 98
11 strato.de DNS/Hosting Infrastructure 97 96
12 powerdns.com DNS/Hosting Infrastructure 97 96
13 akamai.com DNS/Hosting Infrastructure 97 97
14 uobgroup.com Financial Services 97 95
15 unicredit.eu Financial Services 97 100
16 synchronybank.com Financial Services 97 100
17 docusign.com Cloud/SaaS Hyperscalers 97 98
18 npa.go.jp Government (non-US-mandate) 97 92
19 mbhlw.go.jp Government (non-US-mandate) 97 93
20 cpf.gov.sg Government (non-US-mandate) 97 96
21 stc.com.sa Large ISPs 97 100
22 safaricom.co.ke Large ISPs 97 94
23 kpn.com Large ISPs 97 96
24 alrajhibank.com.sa Financial Services 96 95
25 rabobank.com Financial Services 94 99
26 kotak.com Financial Services 94 99
27 mofa.go.jp Government (non-US-mandate) 94 94
28 houstonmethodist.org Healthcare 94 94
29 singtel.com Large ISPs 94 97
30 xfinity.com Large ISPs 93 100
31 verisign.com DNS/Hosting Infrastructure 92 100
32 nominet.uk DNS/Hosting Infrastructure 92 98
33 netnod.se DNS/Hosting Infrastructure 92 99
34 namecheap.com DNS/Hosting Infrastructure 92 98
35 ionos.com DNS/Hosting Infrastructure 92 98
36 denic.de DNS/Hosting Infrastructure 92 100
37 ubs.com Financial Services 92 95
38 smbc.co.jp Financial Services 92 89
39 paypal.com Financial Services 92 98
40 ocbhc.com Financial Services 92 95
41 dbs.com Financial Services 92 100
42 caixabank.com Financial Services 92 100
43 bca.co.id Financial Services 92 100
44 salesforce.com Cloud/SaaS Hyperscalers 92 98
45 box.com Cloud/Saa$S Hyperscalers 92 100
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